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- Regional Microsoft Cloud Architect (Health Care Industry)
« Microsoft MVP Alumni (Biz Apps & Data Platform)
- Love learning and Sharing
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1. Tenant access & isolation

2. Environment access & strategy
3. Resource permissions

4. Data polices (DLP Polices)
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POWER PLATFORM SECURITY LAYERS
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IDENTITY MANAGEMENT WITH MICROSOFT ENTRA ID

Aundin sz igussll

Share Test Anceuts Canes Ay

Using Microsoft Entra ID and B Share apps with external users with

conditional access policies to - Azure Active Directory B2B
manage timeout and access Use Azure Active Directory groups to collaboration.
requirements. manage/share apps and data access.
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ENVIRONMENT SECURITY
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KEY FACTS ABOUT ENVIRONMENTS

POWER PLATFORM'S UNIT OF ORGANIZATION

It is a container to separate resources that have i Power Platform adrmin center

b ¢ . : = : | .
Qg dlfferent I‘O|eS, secu I‘Ity = 4+ New () Refresh & Recover deleted environments (D) Learn about Managed Environments (Preview) O search
) e Environments
| & environments
Every tenant has a default environment where all s — = — —
@%& licensed users can create apps, flows o
B Data integration Test | Dataverse Security 01 Microsoft Teams No Ready United States
It is bound to a geography so that apps, flows, etc. — .
are routed only to datacenters in B adminceners v

&

CitDev-003-test-Changed e Production Yes Ready United States

CitDev-001-test e Production No Ready United States

Dataverse is available to securely store and manage

-— ! 1 1 1 ProDev-001-dev Production No Ready United States
E data that's used by business applications e | _' -

Control who can create environments in the Power . -
. Ask virtual agent eedbac
@@ Platform admin center. (Governance )
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ENVIRONMENT STRATEGY
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maker.
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Developer
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Project
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Project
Dev Testing SG Test
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only

Business

Unit Dev Testing SG

(A) are users
only

Testing SG
Important (B) are users

Project only

Dev

All end users,
projects and
business
units (A & B)
are users

Critical
Project

team are

users

only
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Communicate with everyone that
Default is not for development of
critical apps.

Developer environments are completely
locked for any other user except the user
who subscribed to the community plan.
Applications can be moved out of the
environment if needed.

Dedicated dev/test/prod environments
for each critical application. Developers
have Environment Maker access in the
dev environment, but only user access in
test and prod. End users only have end
user access to the production solution so
no one can modify the applications.

Shared test/prod environments for
important but medium complex apps
can be shared between multiple projects
or business units.

Individual projects and business units
should always have their own
development environment to protect
data. End users only have basic user
access to solutions and data in
production environments.

Critical project
Individual project
@ Personal productivity apps

SG = Security Group

m Microsoft
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RESOURCE PERMISSIONS
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SHARING COMPONENT AND
GRANTING DATA ACGESS

Share Champify

Add people as Users and Co-owners to your app. Make sure your data connections have been shared with all users.

Make your own app

Isaiah Langer

[ Lea This user can use this app.
@ Newusers
== 1N —_— [ co-owner
[ .a Isaiah Langer % Can use, edit, share app but not delete or change owner.
N User

Shared with

Data permissions (1)

Canvas app from blank Model-driven app from blank

i e & Adele Vance Make sure your users have access to the data used in your app, including gateways,
Flows e e < x APIs, connectors, and entities.

S Finien @ CoE Admins x . Champify Students, Champi 7 v
User Common Data Service Sl ties
Learning for every level ,a Emily Braun ” m Office 365 Users
User o
Get started with Power Author a basic formy
( ’ Apps h

Your apps

nge properties in Rg Grad

y Archie X

Jordan Miller

wner

Lee Gu

egan Bowen
wner

tation to new users

Champify
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RESOURCE LEVEL ACCESS

«  Access to co-own components — edit, share, use

«  Flow co-ownership sharing also shares connections in the flow implicitly with owners

«  Access to run components — use only

Power Automate Power Apps Copilot Studio

W Power Apps, Power Automate, and Copilot *do not provide* users access to any data assets that they don’t already have
access to.
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DATA POLICIES (DLP)

Tenant
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DATA POLICIES (DLP) CATEGORIES

Business

« Connectors for sensitive data
« Connectors in this group can’t share data with connectors in other groups.

Non-Business

« Connectors for non-sensitive data
« Connectors in this group can’t share data with connectors in other groups.
« Unassigned connectors will show up here by default.

Blocked

« Blocked connectors can’t be used where this policy is applied.
« Sysmex users cannot use in their flows and apps.
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EXAMPLE OF CONNECTOR GROUPS FOR

ENVIRONMENTS DLP POLICY

|

al
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DATA POLICIES (DLP)
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MICROSOFT DATAVERSE — WHAT'S IN THE BOX?

> ?

¢
) 4

Security Logic
@
9 9 =

Authentication Authorization

@o

5

Integration
= |
\\‘ 5% Cf}\é) =
Calculated & Jobs Modelling Catalog Files and Relational Webhooks ALM
Rollup fields and discovery blobs databases
& 5k ‘
» E =
Role-based Auditing Plugins Business Reporting
security Rules

Data validation

Semi-structured | og files
data

Azure DevOps ~ Azure Synapse
Duplicate

Analytics
=Q
Common Data Multi-language
Detection Model Multi-currency

Relevance Search @ E @
& Find data GitHub Data export
90 yal |d
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BUSINESS UNITS

/g4 Users + permissions

Application users

- Business units work with security roles to determine
the effective security that a user has.

-~ . - »
pusiness units 2

Column security profiles

 You can create child business units to help further Hierarchy security C7
segment your users and data. License to role mapping

Mobile configuration

- Every user assigned to an environment will belong to a
business unit.

Positions

Security roles
Teams

Users
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A g% Users + permissions

Application users

« Associate a business unit with an Azure AD security R -
group Column security profiles

Hierarchy security &

« Use an Azure AD security group to map your
business unit for streamlining your user administration
and role assignment_ Mobile configuration

Positions =4

License to role mapping

Security roles
Teams

Users
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SECURITY ROLES

g% Users + permissions

- Security roles can be associated directly to users, or Application users
they can be associated with Dataverse teams and o
husiness units. OO G

Hierarchy security &7

« All users associated with the team will benefit from the License to role mapping

role. Nabile configaaation
Positions &

Security roles
leams

Users
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SECURITY ROLES - PRIVILEGES

« You can either add more privileges in an existing security role or create a custom security role.

Letails Lione Recoros dusiness Managenent Lustomizaton Missimg Entities dusiness Frocess Fows Lustom Entities

Entity I_Cr:tt Fead Write Delete Append Append To Assign Sl'll'l"t_' E
Eccount w L ] w L ] w L ] |
ACIViewiagoer L ® L ®
Action Card ¢ L ¢ L ¢ L ¢
Action Card User Settings
Acthvity L] L L] @ ® @ ® @
Anpauncament & ® & ® ®
Application Fils & ® & ® |
Azure Senvioe Connection L ] » L ] » L ] » k
Connection L ® L ® L ® L ®
Cornaction Role [ ] @ [ ] @ [ ] @

Contect ] ® ] ® [ ] ® [ ] ®

Customer Relaticnship i‘ 'i i‘ 'i i‘ 'i i‘ 'i

Hey

) Mene Selected User Bussiress Unit W Earent: Cnild Business Urilts @ Crganizatien
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KEY OUT-OF-BOX SECURITY ROLES YOU NEED TO
KNOW

=

\

O O o
Privilege Role
O
O O O C
Perform all environment Customize or administer Customize the Resource creation — Resource consumption
level administrator the environment, environment. View apps, connections, by end users for
tasks — User mgmt,, including creating, records for environment custom APIs, gateways, standard entities
Dataverse provisioning, modifying, and entities that they create. and flows
Resource mgmt., DLP assigning security roles.
mgmt etc View all data in the
environment (if
licensed).
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Any Questions?
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